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BCSBI News

With the admission of Janta Sahakari Bank Ltd., Pune 
and the Zoroastrian Co-operative Bank Ltd., Mumbai as 
members of the BCSBI, the number of member Urban 
Co-operative Banks (UCBs) stands at 13, while the total 
number of member Regional Rural Banks (RRBs) stands 
at 43 on account of merger of 9 RRBs into 5 merged 
RRBs. Thus the total number of member banks of BCSBI 
stands at 125.

The Annual General Meeting of BCSBI was conducted 
on June 7, 2013 at the RBI Conference Room, Mumbai. 
The Chairman hosted the meeting along with Members 
of Governing Council and the Chief Executive Officer of 
BCSBI. The member banks were represented by their 
Principal Code Compliance Officers. Shri Raj Kumar 
Goyal, Executive Director, Central Bank of India also 
attended the meeting. The Chairman, BCSBI; CEO 
and members of the Governing Council present at the 
Conference later interacted with the participants.

Members of Governing Council at AGM 

Chairman, BCSBI addressing the Member Banks at the AGM.

A section of the participants at AGM of BCSBI.

A Conference of Chairmen of Regional Rural Banks 
was held in the Auditorium of Indian Institute of Banking 
and Finance, Mumbai on July 15, 2013. The inaugural 
address at the Conference was delivered by Dr. (Smt.) 
Deepali Pant Joshi, Executive Director, Reserve Bank 
of India. Dr. Joshi, in her inaugural address, expressed 
concern at the lack of awareness about the Codes and 
their implementation in letter and spirit by the RRBs. She 
urged the RRBs to put in place appropriate systems and 
processes for providing improved customer service on an 
ongoing basis. The Chairman and Chief Executive Officer, 
BCSBI interacted with the participants emphasizing the 
need to implement the Codes to ensure fair treatment of 
customers.

Dr. (Smt.) Deepali Pant Joshi, ED, RBI addressing participants at the Conference 
of Chairmen of RRBs.

BCSBI continued its efforts to spread awareness of the 
Codes amongst bank officials and customers –

Chairman, BCSBI addressed gatherings of bank officials 
in two seminars organized by the Indian Institute of 
Banking & Finance at Guwahati and Bengaluru on June 
10 and 21, 2013, respectively, on ‘Customer Service’.
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Chairman and CEO, BCSBI attended the “Town Hall 
Meeting” organised by the State Bank of Patiala at Patiala 
on June 17, 2013. They addressed the participants and 
interacted with them.

A Senior official of BCSBI extended faculty support to 
NIBM and addressed their students on ‘BCSBI and 
Codes for MSME Finance’ on July 12, 2013.

Chairman and CEO, BCSBI also attended the “Customer 
Meets” arranged by Bank of Baroda at Vadodara and 
Union Bank of India at Kolkata on August 6 and 19, 
2013 respectively. They addressed the participants and 
interacted with them.

BCSBI organized a Customer Meet at Ahmedabad on 
August 29, 2013 to increase awareness of the customers 
about the bank’s commitment as contained in the Codes. 
Chairman and other Members of the Governing Council, 
CEO and senior officials explained to the gathering 
various provisions of the Codes and their relevance 
to customers. They also interacted with customers of 
various banks to understand the problems faced by them. 
Around 400 customers from the member banks having 
major presence in Ahmedabad participated.

Chairman, BCSBI addressing customers of banks at ‘Customer Meet’ organized 
by BCSBI, at Ahmedabad.

A view of audience at ‘Customer Meet’, Ahmedabad.

A senior official from BCSBI participated in the 
customer awareness programmes conducted by 
Banking Ombudsmen in association with banks at 
Ramanathapuram and Thiruchirapalli in Tamil Nadu.

CYBERCRIME
The term Cybercrime refers to criminal activities done 
using computers and the Internet. This includes anything 
from downloading illegal music files to stealing money 
online from bank accounts. Cybercrime also includes 
non-monetary offenses, such as creating and distributing 
viruses on other computers or posting confidential 
business information on the Internet. Common examples 
of cyber crime are identity theft, phishing, hacking, 
spyware, any sort of scam or hoax that leads to criminal 
acts being performed etc.

Perhaps the most prominent form of cybercrime is identity 
theft, in which criminals use the Internet to steal personal 
information from other users. Two of the most common 
ways this is done is through ‘phishing’ and ‘pharming’. 
Both of these methods lure users to fake websites (that 
appear to be legitimate), where they are asked to enter 
personal information. This includes login information, 
such as usernames and passwords, phone numbers, 
addresses, credit card numbers, bank account numbers, 
and other information criminals can use to “steal” another 
person’s identity. For this reason, it is smart to always 
check the URL or Web address of a site to make sure it is 
legitimate before entering personal information.

Because cybercrime covers such a broad scope of 
criminal activity, the examples above are only a few of 
the numerous fraudulent activities that are categorized 
as cybercrimes. While computers and the Internet have 
made our lives easier in many ways, it is unfortunate that 
people also use these technologies to take advantage 
of others. Therefore, it is smart to protect yourself by 
using antivirus and spyware blocking software and being 
careful where you enter your personal information.

Phishing is an e-mail fraud method in which the 
perpetrator sends out legitimate-looking email in an 
attempt to gather personal and financial information 
from recipients. Typically, the messages appear to come 
from well known and trustworthy Web sites. A phishing 
expedition, like the fishing expedition it’s named for, is a 
speculative venture: the phisher puts the lure hoping to 
fool at least a few of the prey that encounter the bait. RBI 
cautions public not to respond to Phishing Mail sent in its 
name and also urges the recipients to be suspicious of 
any official-looking e-mail message that asks for updates 
on personal or financial information, to forward the e-mail 
to drdc@rbi.org.in.

Pharming is yet another way hackers attempt to 
manipulate users on the Internet. While phishing attempts 
to capture personal information by getting users to visit a 
fake website, pharming redirects users to false websites 
without them even knowing it.
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While pharming is not as common as phishing scams 
are, it can affect many more people at once. So, if you 
visit a certain website and it appears to be significantly 
different from what you expected, you may be the victim 
of pharming. Restart your computer to reset your DNS 
entries, run an antivirus program, then try connecting 
to the website again. If the website still looks strange, 
contact your ISP and let them know their DNS server 
may have been pharmed.

The banking sector has not remained immune to cyber 
crimes. The cyber law of India has introduced its own 
set of due diligence requirements for banks operating in 
India.

Realising the gravity of the situation, the Reserve Bank of 
India (RBI) has released a report of its working group on 
information security, electronic banking, technology risk 
management, and cyber frauds.

The report covers various areas such as IT Governance, 
information security (including electronic banking channels 
like internet banking, ATMs, cards), IT operations, IT 
services outsourcing, Information System Audit, Cyber 
frauds, business continuity planning, customer education 
and legal issues. The report also contained guidelines 
that Indian banks need to follow in order to provide safe 
and secure technology driven banking. RBI has mandated 
that banks in India would be required to adopt techno 
driven and cyber law related due diligence requirements. 
Banks must take special care of ATM frauds, credit card 
frauds, Internet banking frauds, etc. Besides, phishing 
scams must also be taken care of by banks.

The idea of mobile banking in India is one of the most 
progressive and promising initiative. However, like all 
other projects and initiatives, even mobile banking is 
not free from issues. Recently RBI has announced the 
constitution of a Technical Committee on Mobile Banking, 
to examine the options/alternatives including the 
feasibility of using encrypted SMS based funds transfer 
using an application that can run on any type of handset 
for expansion of mobile banking in the country.

In this background, the requirements of cyber due 
diligence of banks in India has become more onerous. 
RBI has further made this requirement absolute through 
its Information Technology Vision Document 2011-17. 
According to this policy document, all banks now would 
have to create a position of Chief Information Officer 
(CTO) as well as steering committees on information 
security at the Board level.

The presence of CTO and steering committees on 
information security would ensure that banks are following 
cyber due diligence and other technology and non 
technology related due diligence requirements in India. 
RBI has taken a step in the right direction and this would 
increase the confidence of bank customers of India.

The Code of Bank’s Commitment to Customers, 2009 
contains certain provisions on precautions to be taken 
by customers in using PIN / Password. However, in the 
revised Code, a self contained chapter on Electronic 
Banking has been proposed, containing Dos and Don’ts 
for carrying out transactions in a secure environment. 
The revised Code is expected to be released shortly.

EXEMPLARY CASES

 XYZ had alleged that a bank had debited LIC 
premium from his SB a/c in Mumbai for more than one 
year and remitted the amount to LIC without his ECS 
Mandate. After examining bank’s submission, it was 
advised to submit a copy of the relevant ECS mandate 
received from its customer authorizing them to debit 
and remit the amount to LIC. Bank stated that they do 
not have the required ECS mandate on their record nor 
could they get a copy of the same from LIC. Bank further 
stated that amount was deducted from the complainant’s 
SB account on the basis of LIC form and in the best of 
interest of the customer.

Bank’s submission clearly showed that it had violated 
ECS (Debit) Procedural Guidelines issued by DPSS, RBI. 
Bank was, therefore, advised to credit to complainant’s 
SB account, the amount debited for a period of one 
year towards LIC premium along with interest at the rate 
payable to the account and compensation of `5000/- 
towards deficiency in service. Bank paid as directed. 
[Source: Annual Report 2012-13, BO, Mumbai]

 XYZ was issued a “No dues Certificate” by the bank 
in 2009. However, bank continued to treat the account as 
NPA and assigned the account to an ARC. Accordingly, 
the card account reflected in CIBIL with adverse remark. 
Complaint was sent to the bank and they admitted the 
mistake on their part and initiated steps to rectify the 
error. However, bank was also advised to pay `50,000/- 
as compensation to the complainant for the deficiency in 
service. [Source: Annual Report 2012-13, BO, Mumbai]

 XY withdrew `10,000/- from ATM at 20:38 hrs on 
September 9, 2012. After the transaction he had a 
credit balance of `29,009/-. At 20:53, the same day he 
got a message that his account has been debited with 
`29,000/- for ATM withdrawal. XY said that at that time he 
was in possession of the card and he had a card limit of 
`10,000/- only.

Complaint was sent to the bank for resolution. However, 
the bank failed to resolve the issue and reply to the 
complainant. The bank had to pay to XY the amount 
of the disputed ATM transaction together with interest 
applicable to savings bank account for the period the 
disputed amount remained debited in the account, as per 
the Award passed by the Banking Ombudsman. [Source: 
Annual Report 2012-13, BO, Mumbai]
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 ABC, who retired on October 01, 2009, was made 
to shuttle between a bank’s branch and the concerned 
Centralised Pension Processing Cell (CPPC) of 
the bank without any consideration / action on his 
representation for release of pension payment. ABC 
approached Office of the Banking Ombudsman on May 
15, 2013 for intervention. The payment of pension finally 
commenced on June 16, 2013 and the bank was advised 
to compensate the complainant for the delayed credit as 
per the extant RBI norms. [Source: Annual Report 2012-
13, BO, Patna]

DID YOU KNOW?

Basic Savings Bank Deposit Account (BSBDA)

l As per RBI instructions / guidelines issued in August 
2012 on Basic Savings Bank Deposit Account (BSBDA), 
zero balance account can be opened also in foreign 
banks having branches in India.

l Banks are advised not to impose restrictions like age 
and income criteria of the individual for opening BSBDA.

ATM operations

l Based on a review of the developments and 
with a view to improve the customer service through 
enhancement of efficiency in ATM operations, banks are 
required to:

a. display either on screen or in some other way, the 
message regarding non-availability of cash at ATMs 
before the transaction is initiated by the customer;

b. display clearly the unique ATM ID, in the ATM 
premises to enable a customer to quote the same while 
making a complaint/suggestion;

c. make available the forms for lodging ATM complaints 
within the ATM premises and also display the name and 
phone number of the officials with whom the complaint 
can be lodged, so as to help avoid delays in lodging 
complaints;

d. make available sufficient toll-free phone numbers 
for lodging complaints / reporting and blocking lost cards 
to avoid delays and also attend the requests on priority. 
Local helpline numbers (city-wise / centre wise) should 
also be increased and should be prominently displayed 
in the ATM premises / banks’ web-site;

e. proactively register the mobile numbers / e-mail IDs 
of their customers for sending alerts and also educate 
their customers to intimate changes, if any. These details 
should be updated periodically along with KYC details; 
and

f. to prevent fraudulent withdrawal at ATMs, RBI had 
mandated requirement of PIN entry for each and every 
transaction, including balance enquiry transactions. 
Banks already have in place time limits for completion of 
transactions at ATMs. However, as an additional safety 
measure, banks are advised that the time out sessions 
should be enabled for all screens / stages of ATM 
transaction keeping in view the time required for such 
functions in normal course. Banks may ensure that no 
time extensions are allowed beyond a reasonable limit at 
any stage of the transaction.

READERS’ VOICE

 Please clarify the KYC norms to be observed by 
domestic banks to open bank account for foreign 
student studying in India

 In view of the fact that foreign students arriving in 
India are facing difficulties in complying with the ‘Know 
Your Customer’ (KYC) norms while opening a bank 
account due to non-availability of any proof of local 
address, Reserve Bank of India has laid down the 
following procedure for opening such accounts.

l Banks may open non-resident ordinary (NRO) 
bank account of a foreign student on the basis of his / 
her passport (with appropriate visa and immigration 
endorsement) which contains the proof of identity and 
address in the home country along with a photograph 
and a letter from the educational institution offering 
admission.

l Within a period of 30 days of opening the account, 
the foreign student should submit to the branch where 
the account has been opened, a valid address proof 
giving local address, in the form of a rent agreement or 
a letter from the educational institution as proof of living 
in a facility provided by the educational institution. Banks 
should not insist on the landlord visiting the branch for 
verification of the rent documents and alternative means 
of verification of local address may be adopted.

l During the 30 day period, the account should be 
operated with the condition of allowing foreign remittances 
not exceeding USD 1,000 into the account and a cap of 
monthly withdrawal of `50,000, pending verification of 
address.

l Students of Pakistani nationality will need the 
Reserve Bank’s prior approval for opening an account.

Would you like to share any information/experience 
connected with customer service? If so, please feel free 
write to us at C-7, RBI Building, Bandra-Kurla Complex, 
Mumbai-400051 or mail us at ceo.bcsbi@rbi.org.in


